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Reverseengineering is de�ned by Chik osfky and Cross as the processof analyzing a subject system
to identify the system's components and their relationships, and to create representations of the
system in another form or at a higher level of abstraction. The process of reverse engineering
is accomplished using speci�c tools that, for the 32-bit Microsoft Windo ws environmen t, are
categorized as hex editors, disassemblers/debuggers, decompilers, or related technologies such as
code obfuscators, unpackers, and PE editors. An evaluation of each tool is provided that identi�es
its domain of applicabilit y and usabilit y.
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1. INTRODUCTION

1.1 The ReverseEngineeringProcess

Software engineersare sometimesasked to understand the behavior of a program
given that program's binary executable�le. If they have accessto the appropriate
reverse engineering tools, they might choose to adhere to the following process.
First, a generaldisassembler/debugger is usedto determine the basic functionalit y
of the program. If disassembly and debuggingshows that the binary code hasbeen
obfuscated, the next step would be to determine whether the obfuscator used is
a common commercial obfuscator or a custom protection scheme. A PE editor
would be used to make this determination. If the obfuscator used was a common
commercialobfuscator,an unpacker could beusedto restorethe original code. If the
obfuscation has beencustomized,however, manual unpacking would be necessary.
This is accomplishedby tracing the executionof the program in a debuggeruntil the
original code is found. Then, a memory dumper can be usedto write the program
to the disk, and a PE editor can be usedto restore the PE Headersand make the
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program executableagain.
Once the obfuscation has beencracked, or if there was no obfuscation used, the

processcontinueswith a disassembler/debugger. Typically, a debuggercan be used
to locate code that needsto be changed,such as text strings, messagebox calls, or
read/write functionalit y. To alter this code permanently , an opcode patch needsto
be applied in a hex editor. Once the change has been made and applied using a
hex editor, an executablewill be created with the new functionalit y.

In some cases,using a disassembler/debugger may reveal that the code being
examined was written in Delphi, Java, or Visual Basic. In the caseof Java, the
next step would be to usea decompiler to examine the code. In the casethat the
code is written in Delphi or Visual Basic, which is often made evident from the
headersand the strings, a disassembler that is targeted speci�cally toward one of
thesetwo languagesshould be used. Thesespecial disassemblers can provide much
more analysesof the code, and a more accurate disassembly. Theseprograms also
provide a convenient interface to alter executable �les and save changesto them
onto the disk.

Often, when the endof the aforementioned reverseengineeringprocessis reached,
a software engineer must return to the beginning of the processto evaluate the
outcome of this processand possibly make additional changes.Sometimes,the ef-
fectivenessof thesechangesis compromisedby anti-reverseengineeringtechniques.
These anti-reverse engineering techniques include debugger detection, which at-
tempts to prevent the use of reverseengineeringtools, and checksums, which are
computed valuesusedto check whether changeshave beenmade to the executable
�les of programs. Often, multiple iterations of this processare necessaryto de-
feat anti-reverseengineeringcode, eliminate checksum checks, and so on. Figure 1
shows a 
o w chart of the reverseengineeringprocess.

1.2 Categorization of ReverseEngineeringTools

Since the determination of target functionalit y of a binary executable is hardly
practical, an arsenal of tools has been developed over the years to assist in data
gathering, extraction, organization, and classi�cation. In this survey, we concen-
trate on tools, which we describe in four categories, for the Microsoft Windows
environment.

(1) Hex editors are programs that facilitate the editing of binary �les using, typi-
cally, a hexadecimal (base-16)representation of the binary data. Hex editors
are also able to display ASCII and Unicode equivalents of the hexadecimal
format.

(2) Disassembler/Debuggersare programsthat support the translation of hexadec-
imal text into assembly language,which, although human readable,is often not
as intuitiv e as the original sourcecode. This translation is performed by dis-
assemblers. Debuggerscan stop a program's execution at speci�ed locations in
the code to examine the program's state, thereby assisting in the comprehen-
sion of executing programs. Disassemblers and debuggersare often combined
into a single tool that displays a program in assembly languageand allows the
execution of the program to be controlled.

(3) Decompilersattempt to translate an executableprogram into sourcecode. Usu-
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Fig. 1. The Reverse Engineering Pro cess

ally speci�c to a particular compiler, decompilers also display assembly lan-
guagecode for parts of the program they were unable to decompile.

(4) Related technologiessuch as code obfuscators, PE editors, memory dumpers,
and unpackers have speci�c applications in reverseengineering. Code obfus-
cators can operate on either sourcecode or binary code in order to make the
code more di�cult to understand. PE editors extract the headersfrom PE
�les and allow them to be edited more e�cien tly than by using a hex editor.
Memory dumpers allow a debuggedprogram that has beenaltered in memory
to be saved to disk. Unpackersare designedto overcomecommercialprotection
techniques.
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1.3 Portable ExecutableFile Format

In order to understand the content of this paper better, one must be familiar with
the Portable Executable �le format. When a software engineeris provided with a
target software system to dissect, he or she is often presented with a program in
binary form. This paper focuseson the reverseengineeringof executablesdesigned
to be run on Microsoft Windows NT/2000/XP/2003. To understand the reverse
engineeringprocessand tools better, it is important to be familiar with the basic
structure of a Windows NT/2000/XP/2003 executable. Since the intro duction of
Windows 95, Microsoft has relied on the Portable Executable (PE) �le format for
executablesand dynamic link libraries. The PE format is used for executablesin
all 32-bit versionsof Windows and is the standard for Visual C++. The PE �le
format is designedso that an executableis loaded into memory as one contiguous
block.

It is important to understand that the PE header is not the �rst item loaded
into memory when a program is executed. A Microsoft DOS portion of the ex-
ecutable runs �rst to determine if a compatible version of Microsoft Windows is
being used. The DOS header then points to the beginning of the 32-bit program,
the PE Header. The PE Header contains information about how the executable
wascompiled, aswell asthe AddressOfEntryP oint (entry point), BaseOfCode(code
base) and BaseOfData (data base). These items are stored as relative virtual ad-
dresses(RVAs) and point to the �rst line of code to be executed,the beginning of
the section where the code is located, and the beginning of the section where the
data usedby the program is located, respectively. A relative virtual address(RVA)
is the location of a line of code relative to the addressof where the program begins
in memory.

In addition to the PE header, each executablehas a Section Table, which pro-
vides RVA's of various sectionsof the program, including the import table, export
table, and directory table. The import table stores information about the various
functions that the program calls from DLL �les. The export table, typically used
only in DLL �les, stores information about its own functions that it allows other
programs to access.

For example, messageboxes, a common feature of software in the Microsoft
Windows environment, are typically implemented by calling MessageBoxA, located
in KERNEL32.DLL. The RVA of MessageBoxA would be included in the Import Table
of program creating the messagebox and would be included in the Export Table of
KERNEL32.DLL. DLL�les such as this are implemented to allow multiple programs
accessto commonfunctions. The Directory Table contains debug information, also
stored as RVAs, including the location of the Import and Export Tables. While
there are many other items included in a PE Header and Section Table, being
familiar with thesesectionsis not vital to understanding the information contained
in this paper. Figure 2 shows a graphical representation of the PE �le format.

We conducted a survey of the di�eren t categoriesof reverseengineering tools,
using each tool to reverseengineervarious executableprograms. Our focus was to
evaluate the functionalit y of each tool, and its applicabilit y to the reverseengineer-
ing process.
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Fig. 2. PE File Format

2. HEX EDITORS

2.1 BasicHex Editing: HHD Hex Editor

Hex editors allow users to edit binaries such as EXEand DLL �les in hexadecimal
form, a processknown as opcode patching. Figure 3 shows this functionalit y. Hex
editing is useful when speci�c instructions or strings in an executableprogram �le
needto be changed. For example,onemay want to changea call for a messagebox
to NO-OP (no operation) codes. A disassembler/debugger would be usedto locate
the call to the messagebox and the hexadecimal code equivalent of this instruc-
tion. A Microsoft Windows API reference[Microsoft Corporation 2004] is a neces-
sary resourcefor recognizing these calls and their corresponding arguments. This
referenceincludes all the functions that are native to the Microsoft Windows envi-
ronment. These functions are exported from native DLL�les such as USER32.DLL
and KERNEL32.DLL.

Fig. 3. The Execution of a Hex Editor

Once the corresponding hexadecimal code has been determined, the software
engineercan usethe search function of a hex editor to locate the code, and replace
it with 90's, which is the hexadecimalcode for NO-OP. A hex-editor can also be
used to search for the strings displayed in a messagebox, alter them, and �nally
save the changesto an executable�le. HHD Hex Editor [Bessonov 2000]contains
all of the features that are necessaryto complete these functions. It supports the
viewing and editing of hexadecimal, ASCII (text) and Unicode (extended text)
representations of a binary �le, as well as a search feature. HHD Hex Editor also
has a �le comparison utilit y. UltraEdit [Mead 2004], another basic hex editor,
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features a text editor and programmer's editor in addition to basic hex editing
capabilities. Several dissasemblers/debuggers, such as OllyDbg can also function
as basic hex editors.

2.2 AdvancedHex Editors: WinHex, Hex Workshop,and HackmanHex Editor

While the basic features of HHD Hex Editor or Ultra Edit are su�cien t to reverse
engineermost executables,sometimesa more powerful hex editor is needed.Some
features common to advanced hex editors are the abilit y to view and edit logical
and physical drives,view and edit the memory, split and merge�les, perform hash
calculations, and perform searchesfor integersand 
oating point values.

WinHex [Fleischmann 2004]is unique amongthe advancedhex editors becauseit
features the securedeletion of �les, disk cloning, and �le recovery. Figure 4 shows
WinHex displaying the hexadecimal and ACSII equivalents of a binary program.
The search function is also displayed in the pop-up window in the center, as well
as detailed information about the �le and someextracted icons on the left.

Fig. 4. Screenshot of WinHex

While WinHex is ideal for data backup, deletion, and recovery, Hex Work-
shop [BreakPoint Software 2004]can perform various mathematical operations and
display extensive data for selectedbytes. Hex Workshop's capabilities are useful
when working to alter an executable that involves extensive mathematical opera-
tions either as part of its functionalit y or as part of its protection scheme. It can
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also interpret binaries written for big endian (i.e. PowerPC) or little endian (i.e.
Intel's x86 architecture) applications. This refers to the byte ordering of multib yte
scalar values: Big endian refers to the convention where the high-order byte of the
number is stored in lowest memory address,while little endian refers to the con-
vention where the the low-order byte of the number is stored in the lowest memory
address[Peikari and Chuvakin 2004].

Table I comparesvarious features of thesepopular hex editors. It comparesthe
following features: the license of the software package (License); performing hex
editing directly on the disk (Disk Hex Editing); performing hex editing operations
on the memory (RAM hex editor); recovering lost �les on the hard drive (Data
Recovery Tools); comparing two �les for di�erences (File Comparing); opening
logical and physical drivesfor editing (Disk Utilities); and calculating and modifying
checksums (Hash Calculations).

Table I. Comparison of Ma jor Features of Hex Editors (* { functionalit y included in a seperately
distributed program)

3. DISASSEMBLERS/DEBUGGERS

A disassembler's main function is to convert binary code into assembly code. Disas-
semblers also extract strings, used libraries, and imported and exported functions.
Additionally , disassemblers typically provide heuristic analysesof the disassembled
code such as locating loops, calls, and other structures. Debuggersexpand the
functionalit y of disassemblers by supporting the viewing of the stack, the CPU
registers, and the hex dumping of the program as it executes. Debuggersallow
breakpoints to be set and the assembly code to be edited at runtime. The applica-
tions of disassemblers/debuggers include: manually unpacking software, breaking
custom protection schemes,and checking a program for faults. Using a disassem-
bler/debugger canalsoprovide a userwith insight into the structure of the program,
a feature that is especially useful when trying to modify or replicate the function-
alit y of a program. Disassemblers/debuggersare also useful for �nding passwords,
creating key generators,and removing messagebox nagscreens.Figure 5 illustrates
the execution of a disassembler and a debugger.
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Fig. 5. Execution of a Dissasembler and Debugger

3.1 Current State of Art: OllyDbg and IDA Pro

OllyDbg [Yuschuk 2004] is an application-level debugger. Application-lev el de-
buggers are programs that are used to debug applications, and do not allow the
debugging of system-level processes. OllyDbg features an interface to facilitate
the simultaneous viewing of the disassembly, hex dump, stack, and CPU registers.
Additionally , OllyDbg features run tracing, conditional breakpoints, PE header
viewing, hex editing, and plug-in support (including memory dumping and hiding
OllyDbg from the the IsDebuggerPresent API call). A shortcoming of OllyDbg is
its inabilit y to trace into SYSENTER commandscalled by the exception handler.
Rather than trace into thesecalls, the debuggedprogram continuesto executeuntil
the next exception. Figure 6 is a screenshotof OllyDbg's interface, including the
disassembly with a breakpoint (top left), registers (top right), hex dump (middle
left), stack (middle right), memory map (bottom left) and run trace (bottom right).

IDA Pro [DataRescue2004] features a powerful disassembler that presents the
disassembly of a binary executableprogram �le in a color-codedand well-organized
format, but lacks su�cien t debugging capabilities. Like OllyDbg, IDA Pro uses
arrows and brackets to the left of the disassembly to indicate jumps and loops.
IDA Pro's features include hex editing, string extraction, and import and export
viewing. IDA Pro also features a window for viewing all of the functions called
by a program, and provides accurate analysesof the program, summarizing them
in a color-coded bar at the top of the screen,which classi�es the various sections
of the program's code. IDA Pro's customizable kernel and processoroptions also
facilitate accurate analyses.Although a debuggeris included in one of the menus,
it is a simplistic program that runs slowly and doesnot o�er many of the features
included in other debuggers,such as the abilit y to step through the code. Figure 7
shows IDA Pro's interface, including the disassembly and the color-coded analysis
bar at the top of the screen.The titles of the other windows are visible on the tabs
above the disassembly.

Two disassembler/debuggers, which we did not review, are SoftIce [Compuware
Corporation 2004]and TRW [KnlSoft 2002]. Thesesystem-level debuggersare able
to debug any code running in Windows, including device drivers and the kernel
itself. TRW is available for Windows 9x while SoftIce runs under Windows 98/NT
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Fig. 6. Screenshot of OllyDbg

and features a remote interface. SoftIce is a commercial software library with
extensive functionalit y but is also the target of much anti-debugging code. For this
reason,lesser-known debuggersare often more practical to use.

3.2 Other Disassemblers/Debuggers

While OllyDbg and IDA Pro aretwo of the most fully-featured disassembler/debuggers,
it is still important to have a knowledge of the disassembler/debuggers with less
functionalit y. Like SoftIce and TRW, IDA Pro and OllyDbg are targeted by anti-
debuggingcode, and the authors of someprotection schemesspeci�cally target the
weaknessesof thesedebuggers.

Two debuggersfeature functionalit y and interfacessimilar to OllyDbg. The most
similar in functionalit y is the open-sourceDebuggy [Fuckar 2003]. Its interface,
however, is not user friendly, and its code analysesare minimal. Additionally ,
when running the debugger, some features of programs (even ones that are not
being debugged)such as the menus, becomeinaccessible.W32DASM [URSoftware
1997], last updated in 1997,also has an interface similar to OllyDbg, but has less
functionalit y than Debuggy. W32DASM lacks the color-coding and analysesthat
OllyDbg provides.

BORG [Cronos2001]is a disassembler without a debuggingengine. While BORG
has processoroptions to increasethe accuracyof the disassembly, the program has
not been updated since the intro duction of the Intel Pentium II processor. The
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Fig. 7. Screenshot of ID A Pro

disassembler still featuresa searchable disassembly, with separatewindows to view
the imports, exports, and all of the called functions. It also features a unique
function to decrypt encrypted binaries.

Hackman Disassembler and Hackman Debugger[TechnoLogismiki 2004]are two
separately distributed tools. The disassembler performs very few analyseson the
code and has an interface that is virtually identical to BORG's, but its processor
options are more up to date. Hackman Debugger'sdebuggingcapabilities are lim-
ited to setting breakpoints on predeterminedevents, such as the loading/unloading
of DLL�les or the exit processcalls. Hackman Debuggercan also display the DOS
Header,PE Header,and dependenciesin a collapsible tree format. It also features
an interface to view the imports and exports of a binary executableprogram �le.

3.3 ProgrammingLanguage-Speci�c Debuggers

Somedisassembler/debuggerstarget executablescompiled from a speci�c program-
ming language. These disassembler/debuggers provide much more accurate anal-
ysesand make editing an executableprogram �le easier. DeDe [DaFixer 2002] is
a disassembler targeted speci�cally toward Delphi programs. Its tabbed interface
provides information about the classes,units, forms, and proceduresof a Delphi
executable. DeDe has a multi-pass analysis engine, which provides for accurate
analysesof an executable program, and can export its �ndings to project �les.
Additionally , DeDe can export its referencesto W32DASM or SoftIce. DeDe also
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features an OpCode-to-assembly code converter, a memory dumper, and an RVA
(Relative Virtual Address) converter.

VBReFormer [Bruyere2003]is speci�cally targeted toward executablescompiled
in Microsoft Visual Basic 5 and 6. It supports the disassembly of EXE, OCXand
DLL�les, and is able to display PE Headers. VBReformer is able to recover VBP,
FRM, CTL, PEG, and SR�les, as well as external controls, which it then displays in
a windowed, color-coded environment that supports editing and saving. It also
supports patching disassembled code, and is able to decompilebasic code.

Table I I comparesthe following features of someof the most popular disassem-
blers/debuggers: translating a binary into assembly code (Disassembly), specifying
the type of processorbeing used(ProcessorOptions), controling the execution of a
binary (Debugger), displaying all the text strings contained in an executable(String
Extraction), editing the hexadecimalequivalent of a binary (Hex Editor), viewing
or editing the contents of RAM (Memory Viewer/Editor), writing a program that
has beenaltered in memory to the disk (Memory viewer/dump er), displaying the
libraries that werecalled by the executable(Libraries Used) and decrypting certain
encrypted executables(Decryptor).

Table I I. Comparison of Ma jor Features of Disassembler/Debuggers

4. DECOMPILERS

Decompilers attempt to generate high-level source code from binary code, and
are targeted toward speci�c languagesand often speci�c compilers. Decompilers
examine the semantics of the instructions in the machine code generated by a
compiler and attempt to generatesourcecode [Cifuentes 1994b]. The decompiler
generatesassembly code for any code that fails to decompile. Figure 8 shows that
a decompiler acceptsan executable as byte code or machine code, and generates
sourcecode, which in somecasescan be compiled directly back to machine code
or byte code by a compiler, with only slight or no modi�cations. While most
decompilersdo not generatecompileablesourcecode, and the pseudo-sourcecode
they generate is often cryptic compared to human-written source code, the code
that they supply is usually easier to understand than assembly code. The code
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generated by decompilers can be vital in discovering how a program works, or
trying to duplicate a program's functionalit y.

Fig. 8. Execution of a Decompiler

4.1 C Decompilers

REC [Backer Street Software 2000] is a multi-platform/m ulti-format decompiler.
Available for Linux (i386), Windows, and SunOS, REC can decompile 386 68k,
PowerPC and MIPSR3000 programs in Playstation, PE, ELF, COFF, AOUT, and
CMD formats. Thesefeaturesmake REC the most diversedecompilerwe reviewed.
REC also provides a command-line and HTML interface. While it works in Win-
dows NT/2000/XP/2003, it doesnot disassemble the 32-bit PE format accurately
unlessthe target was compiled with debugginginformation. Generally, the output
code generated by REC from a 32 bit PE �le without debug information is not
useful.

Figure 9 shows the execution of REC in the left frame: An executableis passed
to REC and is decompiledto a �le with the extensionREC. The right frame shows
a part of this REC �le. The code interacts directly with the processor'sregisters
(ebp, ecx, etc.) and resembles assembly code rather than C sourcecode. This is
illustrativ e of oneof the shortcomingsof this, and every C decompilerwe reviewed:
The decompilation, even on simple �les, was not complete, and assembly code was
included for any code that was not disassembled. In addition, the successfully
decompiledcode wasoften poorly organizedcode in a cryptic format with alphanu-
meric identi�ers. As a result, the useof a disassembler/debugger is preferred as a
primary means of reverseengineeringexecutable programs. Debuggersalso have
the advantage of being interactive, while decompilerssimply provide static code to
the user.

The two other C decompilerswe evaluated, which lack the diversity of REC, are
DCC and DISC. DCC [Cifuentes 1994a]is a C decompiler developed in the early
1990sand is available under the GNU Public License. It wasdesignedto decompile
i386 Microsoft DOS binaries with EXE and COM extensionsinto C sourcecode.
While DCC dissassembles simple Microsoft DOS binaries, it, like REC, is unable
to decompile executablesin the PE format accurately. DisC [Kumar 2003] is a
C decompiler targeted toward binaries compiled by Borland's TurboC compiler.
It is designedto decompile DOS executablesto C sourcecode, which, with only
slight modi�cations, can be recompiled. It is able to identify library functions by
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Fig. 9. Screenshot of REC(left) and Code Decompiled by REC(Righ t)

cross-referencingcode with standard C library �les and user input. The decompiler
also includes a code reorganizer, which helps format the output into a readable
format. DiSC also has a built-in disassembler. While it doesnot always decompile
to compileablesource,the generatedcode is more accuratethan REC or DCC. DisC
fails to recognizestrings separately, and doesnot recognize
oating point code.

4.2 JavaDecompilers

SinceJava �les are compiled to Byte Code, which is interpreted by a Virtual Ma-
chine and not compiled to machine code like C programs, Java decompilers can
decompile Java programs to compileable source code with near-perfect accuracy.
As a result, Java decompilersare more widely available than C decompilers,and
are alsomore useful. When reverseengineeringan executableprogram written in a
languagethat compilesinto machine code (such asC), a reverseengineerreliespri-
marily on a disassembler/debugger, due to the inaccuracy of C decompilers. When
reverseengineeringa Java program, however, a decompiler is a reverseengineer's
primary tool. The major shortcoming of Java decompilersis that they have di�-
culty decompiling optimized Byte Code. The Java decompilerswe surveyed were
basedon three core command-line java decompilers.

JAD [Kouznetsov 2001], the �rst of the three command-line Java decompilers,
is freeware and written in C++. In our tests, JAD was able to decompile our
test code into compileable source code. Known shortcomings of JAD, however,
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include its inabilit y to decompilecompressedZIP or JAR archives. JAD also fails
to decompile some nested loops, and has di�cult y decompiling inline commands
and inner functions. BecauseJAD is a command-line decompiler, its libraries are
implemented in other front-end GUI applications, such as DJ [Neshkov 2004]. DJ
features built-in compilation, applet viewing, JAR management, and exportation
to HTML. The featuresof DJ are comparableto most other available Java decom-
pilers basedon the JAR decompiler. Figure 10 shows DJ displaying a decompiled
�le. SinceJAD is also a code-optimizer, the code displayed is optimized, indented
properly, and color-coded. JAD also supports compiling sourcecode back to byte
code.

Fig. 10. Screenshot of DJ

JODE [Hoenicke 2004], the second command-line decompiler we reviewed, is
an open-sourcedecompiler available for use on the developer's website as an ap-
plet, and is therefore platform-independent. JODE is also a code optimizer, and
the decompiled code is indented properly, but not color-coded. JODE cannot al-
ways determine all of the dependant classes. When this occurs, the decompiled
code is not compileable. JODE, however, is generally more accurate than JAD.
Like JAD, JODE also has various front-ends available, including Back To Java
(BTJ) [CHAROLOIS 2001]. BTJ simply displays the raw class�le and Byte Code
hierarchically, in addition to the decompiledsourcecode.
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DAVA [Miecznikowski 2004], the third command-line research decompiler, was
developed by the Sable group at McGill University [Miecznikowski and Hendren
2001]. DAVA has been tested with other Byte Code languages,such as Haskell,
Ei�el, ML, Ada, and Fortran. It performed better on these languagesthan JAD,
while JODE's performancewascomparableto DAVA's [VanEmmerik 2004]. DAVA,
however, lacks a front-end such as those available for JODE or JAD. While DAVA
and JODE are more accurate,JAD is the most user-friendly of the Java decompilers
becauseof the availabilit y of graphical front ends.

Table I I I comparesthe following features of the decompilerswe evaluated: the
operating systemson which they run (platform), the programming languagethey
decompile to (language), whether they include a graphical user interface (GUI),
and the �let ypes they are capableof decompiling (�let ypes).

Table I I I. Comparison of the Features of Decompilers

5. CODEOBFUSCATORS

Code obfuscation beganas an e�ort to prevent the reverseengineeringof software
by making code lessreadableand moredi�cult to interpret. Codeobfuscationtech-
niquesenablesoftware developers to protect their intellectual property from being
viewed by usersor by other developers. There are two types of code obfuscation:
source code obfuscation and binary code obfuscation.

5.1 SourceCode Obfuscation

When a �le containing sourcecode is passedto a sourcecode obfuscator, the ob-
fuscator createsa �le containing the obfuscatedsourcecode, as seenin Figure 11.
Sourcecode obfuscatorsremove indentations, comments, and spacing,and rename
variables, constants, and functions. The result appears cryptic, and is di�cult to
read. Source code obfuscation is particularly useful when source code must be
provided to a customer for compilation. Obfuscating the sourcecode before com-
piling a program can alsomake decompilation more di�cult. However, sourcecode
obfuscation typically does not complicate disassembly or debugging. Sourcecode
obfuscatorsare available for a variety of programming languages,such asC++ and
Java.

The Semantic Designsfamily of SourceCode Obfuscators[SemanticDesigns2004]
provide all of the basic functions of a sourcecode obfuscator in many languages,
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Fig. 11. Execution of a Source Code Obfuscator

including Ada, JavaScript, C, C++, Java, PHP VBScript, Verilog, and VHDL. In
addition to obfuscation, these utilities help format and organize code to make it
more readable to developers prior to obfuscation. This tool is also able to apply
proper spacing and indentation to obfuscated code. This family of obfuscators
has both a GUI and command line interface. Table IV shows an example of how
obfuscated source code di�ers from regular source code [SemanticDesigns 2004].
This examplewas obfuscatedwith the Semantic DesignsJava obfuscator. The top
frame showsoriginal sourcecodeasit waswritten by a programmer. The obfuscated
code is displayed on the bottom. The namesof the variables and functions have
been replaced, and the original indentation and spacing have been removed. All
this is done in an e�ort to make the code lessreadable.

Table IV. Original Source Code vs. Obfuscated Source Code

While C source code obfuscation is a worthwhile form of software protection,
sourcecode obfuscation has a more important role to play in languagesthat em-
ploy a virtual machine, such as Java. As we mentioned in the previous section,
decompiling programs from machine code to source code often results in cryptic
pseudo-sourcecode that is intermixed with assembly code. However, when we de-
compiled a Java program, the decompiler often generatedcompileablesourcecode
that was virtually identical to the original code, complete with indentations and
proper spacing. Thus, with applications written in Virtual Machine-dependant lan-
guagessuch asJava, sourcecode obfuscation appearsto be more important. While
obfuscation does make the decompilation more cryptic, Java decompilerssuch as
DJ organize the code using indentation and spacing, making the code much more
readable, although the changed names remain in their altered state. Figure 10
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shows the decompilation of a simple Java program decompiledwith DJ. The vari-
able namesare simply letters and numbers,but the strings are intact and illustrate
the function of the program. This servesasan exampleof why both variable names
and strings needto be encrypted.

PreEmptiv e Solutions o�ers an source code obfuscator targeted speci�cally to
Java and a .NET sourcecode obfuscator. PreEmptiv e Solutions's Java sourcecode
obfuscator, DashO[PreEmptiv e Solutions 2004],contains all of the featuresof a ba-
sic obfuscator, including a command line interface and GUI, with addedfeaturesof
code optimization and packaging. DashOalsoboastsan advancedrenaming engine,
and a string encryption feature, which is also available in Semantics' obfuscator.

Table V comparesthe following featuresof thesetwo families of sourcecode ob-
fuscators: the languagesthat it can obfuscate(languages),whether it can optimize
sourcecode beforecompiling it (code optimization), whether it has the added pro-
tection of string encryption (string encryption), whether it includesa graphical user
interface(GUI), and whether it contains a command-line interface (command-line).

Table V. Comparison of Features of Source Code Obfuscators

5.2 Binary Code Obfuscation:Packingand Encrypting

Binary code obfuscatorsaccepta binary executableand a seriesof user-setparame-
ters, and output a packed and/or encrypted executable,asseenin Figure 12. They
also insert a decryption routine into the executable so that it can be decrypted
and unpacked at run-time. Packing di�ers from encrypting becauseit also com-
pressesthe code, greatly reducing the �le size of the executable program. This
feature is important for programs that are to be distributed over the Internet. An
obfuscatedbinary appearsto be an undecipherableseriesof symbols, and only the
decryption routine (or only a part of it in the caseof polymorphic code) is visible
on the disk. After the decryption routine has beenexecuted,the original program
becomesvisible in memory. Once in memory, the program can be edited dynam-
ically. However, in order to edit the program statically, an inline patch must be
applied, or the program must be dumped from memory. The memory dumping
processis complicated by anti-memory dumping code, and the fact that the PE
(Portable Executable) headersand Import AddressTableswill needto be restored
to their original state. Figure 13 comparesthe structure of a packed executableas
it appearsstatically on the disk (left) and as it appears in dynamically in memory
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(right). Binary code obfuscators that involve encryption and/or packing include
ASProtect, Y0da's Cryptor, NFO, and Armadillo. [Cerven 2002]

Fig. 12. Execution of a Binary Code Obfuscator

Fig. 13. Static Packed Executable (left) vs. Dynamic Packed Executable(righ t)

ASProtect [Solodovnikov 2003]is widely usedto obfuscatesharewareprogramsor
demosthat are distributed through the Internet. ASProtect inserts anti-debugging
code into obfuscatedexecutables,and contains featuresspeci�c to demonstrations,
including time limits and registration code handling. Figure 14 shows someof the
customizeablefeatures available in the trial version of ASProtect. ASProtect also
usesthe Windows Structured Exception Handler to complicate run-tracing and to
executeits anti-debugging code. ASProtect deters run tracing in OllyDbg, because
OllyDbg is unable to trace into SYSENTER commandsat the end of the exception
handlers.

ASProtect also usesa technique known as \stolen bytes." Stolen bytes refers to
an anti-memory dumping technique that involvesthe deletion of a section of code
immediately after it is executed. In ASProtect, six bytes from the beginning of the
program are executedbeforethe Original Entry Point is reached, and subsequently
deleted. The Original Entry Point (OEP) refers to the line of code where the
program began execution prior to obfuscation. As a result of this deletion, the
program will not run after being dumped unlessthesebytes are restored.

ASProtect can alsocheck whether the unpacking code is in memory to determine
whether the program has been dumped. ASProtect's protections, features, and
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customizability de�ne the state-of-the-art of prepackagedpackers/encrypters, and
therefore it is one of the most di�cult to reverse. Other binary code obfuscators,
such asY0da's Crypter, NFO, and Armadillo rival someof ASProtect's protections.

Fig. 14. Screenshot of ASProtect

Y0da's Crypter [Danehkar and Bzdok 2004]is a freeware binary obfuscator that
implements CRC checksum calculations to check whether the program hasbeenal-
tered. While not ascustomizeableasASProtect, Y0da's crypter createsexecutables
that are di�cult to reverseand is often usedto protect non-commercialsoftware.

Armadillo [Silicon RealmsToolworks 2004]provides basic protections and is not
di�cult to reverse. Armadillo has an optional feature that decrypts the program
in parts, decrypting and executing parts of the code, then encrypting them and
moving on to the next pieceof code. Consequently , the entire original program is
never present in memory at any point in time. This unique feature makesdumping
an Armadillo-protected executablefrom memory di�cult.

The binary obfuscator NFO [bart ĈrackPl 2000] di�ers from ASProtect, Y0da's
Crypter, and Armadillo becauseit doesnot allow any parameters to be passedto
the packer. As a result, all executablesthat are packed with NFO are packed in
an identical manner. Therefore, once the protection scheme is broken, writing an
automatic unpacker is simple, and such an unpacker will work on all NFO-packed
executables.NFO servesas an example of why the customizability of a protection
schemeis vital to protecting it against the writing of automatic unpackers.

Table VI comparesthe following featuresof thesebinary obfuscators: The license
of the program, whether it encrypts the executable(Encryption), whether it reduces
the sizeof an executable(Packing), whether it protects against the useof a debugger
(Anti-debugging techniques),whether it providessecurity againstmemory dumping
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by altering the PE headersand Import AddressTable (PE and IAT Mangling) and
whether it contains a GUI.

Table VI. Comparison of Ma jor Features of Binary Obfuscators

6. UNPACKERS

Several tools, commonlyknown asunpackers,havebeendevelopedto combat binary
obfuscation. Unpackers are widely available on the Internet for speci�c protection
schemes.

6.1 \Universal" Unpackers

Someprogrammershave attempted to createuniversalunpackers,which can deter-
mine the binary obfuscator usedto pack a program and then unpack the program.
The GenericUnpacker for Windows (GUW) [Gabler 2001],and ProcDump [G-RoM
et al. 2000]are two such programs. Both fail to unpack binaries protected by com-
plex and con�gurable protection schemes,such as ASProtect. Their functionalit y
is limited to unpacking simpler protection schemes,such as Armadillo.

Programs such as PeiD [Snaker and Qwerton 2004]are able to identify speci�cs
such as the version of the binary obfuscation package used to protect a binary.
Theseprograms, however, are designedsolely to identify the protection scheme.

6.2 Packer-Speci�c Unpackers

Once the protection scheme is known, the decision of which unpacker to use be-
comeseasier. Universal unpackers work well for simple protection schemes,while
packer-speci�c unpackers or manual unpacking may be a better approach for more
complex or lesscommon protection schemes.One exampleof a packer-speci�c un-
packer is unNFO [Dulek 2000],which can unpack executablesobfuscatedwith NFO
version1.0. In all tests we conductedunNFO wassuccessfulin unpacking NFO 1.0
protected executables.This provides further evidencethat binary obfuscatorsthat
o�er little customizability do not provide adequateprotection.

Generally, packer-speci�c unpackers have a greater successrate than universal
unpackers, provided that the binary obfuscator used to obfuscate the executable
program can be identi�ed. Complications arise, however, when highly con�gurable
packersareused. For example,we found that several unpackerstargeted speci�cally
toward ASProtect were unable to unpack any of the ASProtected program we had
in our possession.We attributed the unpacker failures to the highly customizable
nature of the protection scheme.
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When automatic unpackers fail, as is often the casewhen ASProtect or other
customizableobfuscatorsare used,debuggerscan be usedto trace a program to its
original entry point, and then memory dumpers, such asthoseprovided in OllyDbg
or ProcDump, can be used to dump the program back onto the hard drive. After
dumping a program from the memoryhowever, the program's PE headerand import
addresstable will likely be corrupted and will needto be repaired in order for the
dumped code to be executed. Figure 15 shows this basic framework for unpacking
a �le.

Fig. 15. Execution of an Unpacker

7. PE EDITORS

PE headersand import addresstables (IAT's) need to be repaired after dumping
a program from memory becausethe location of each item is stored as a relative
virtual address(RVA). Once the program is dumped and the new entry point is
set, the referencepoint of these addresseswill be di�eren t. The addressesof all
the other items will need to be changed to re
ect this new referencepoint. To
further complicate the process,somebinary obfuscatorsencrypt the import table,
alter its size,useemulated addresses,or otherwise mangle the import table. While
hex editors can be usedto edit the PE headers,the complexity of the PE headers
makes this a laborious process. PE Editors simplify this processby allowing PE
headersto be edited in an organized,graphical environment. Figure 16 illustrates
the execution of a PE Editor.

Fig. 16. Execution of a PE Editor
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7.1 GeneralPE Editors

When manual modi�cations are necessary, PE Editors are useful for displaying and
modifying PE headerand import table information. Many PE editors are available,
including ProcDump, LordPE, and PEditor. PEditor [Danehkar 2004]supports the
editing of PE headers,sectiontables, directory tables, and the imports and exports.
Thesefeaturesare common to most PE Editors. PEditor also includes support for
section splitting and checksum repairing, as well as an automatic rebuilder, which
will attempt to repair and optimize altered PE headersautomatically. Figure 17,
a screenshotof PEditor, shows the amount of information a simple PE editor is
capableof displaying. The top left displays the basePE header,the top right shows
the directory table, the bottom left shows the section table, and the bottom right
shows the imports.

Fig. 17. Screenshot of PEditor

Procdump [G-RoM et al. 2000] and LordPE [Bzdok 2002] contain most of the
features of PEditor, but do not support import, export, or resourceviewing or
editing. They stand out, however, becauseof their added features, including a
memory dumper capableof dumping an entire process,or a user-de�ned section of
a process.LordPE also supports merging split binaries, while ProcDump includes
a \univ ersal" unpacker.
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7.2 Tools Speci�c to Import AddressTables

OllyDump [Gigapede 2004], a memory dumper plug-in for OllyDbg, attempts to
�x the PE headerand import table when dumping a program, but fails when the
import table has beenaltered manually. As a result, additional e�ort is neededto
restore the import table and make the program executableagain, and a basic PE
Editor is often inadequate. Two tools in particular focus on restoring the import
tables, REVirgin [Tsehp 2002] and ImpRec [Mackt 2003]. Both programs attach
to a running processand monitor it as it executes, attempting to discover the
RVA of each imported function, utilizing multiple passesand run tracing. They
also identify any unresolved imports, and support saving the discovered table to a
dumped executable. ImpRec's functionalit y is automated, while REVirgin allows
for user intervention when automation fails.

APISpy [Evseenko 1999] is a tool speci�c to identifying imported functions, and
the locations where they are called. APISpy allows for the viewing of imports
statically, and also allows a program to be executed,so the imports can be traced.
The trace of the program displays the o�sets where each of the imported functions
were called. APISpy, however, is not a PE Editor or an IAT editor. It only allows
the viewing of imported functions. APISpy also di�ers from the other tools we
reviewed in this section becauseit is the only shareware utilit y (the others are
freeware).

Table VI I comparesthe following features of PE Editors: The abilit y to easily
edit PE headers(PE Editor), tools for automatic repair of PE headers(Auto PE
Repair), a function that allows an executablefrom memory to be saved to the disk
(Memory Dumper), automatic import addresstable rebuilding (Auto IAT Repair),
import and export table viewing (Imp ort/Exp ort Viewing), tracing the execution
of a binary (Run Tracing), splitting and merging PE headersand �les (Header and
File Splitting/Repair), and altering checksums manually (Checksum Altering).

Table VI I. Comparison of Ma jor Features of PE Editors

8. CONCLUSIONSAND SHORTCOMINGSOF THE TOOLS

Our survey of reverse engineering tools for the Microsoft Windows environment
comprisesfour categories: hex editors, disassemblers/debuggers,decompilers,and
related technologies. The related technologieswere then further divided into Code
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obfuscators, PE Editors and Unpackers. We reviewed several popular tools, de-
termined which tools in each category appear best for speci�c applications, and
presented their main features along with their applicabilit y and usability. As our
survey progressed,we found that sometools had noticeable shortcomings.

8.1 Hex Editors

All the hex editors we reviewed provide userswith a method of manipulating the
hexadecimalrepresentation of a �le. However, most hex editors appear to be lacking
more advancedfeaturessuch asRAM hex editing, data recovery, and disk utilities.
The comparefeature in someof the morebasichex editors such asHHD Hex Editors
was also rather primitiv e.

8.2 Disassemblers/Debuggers

While IDA Pro features accurate analysesand disassembly, its debuggingcapabil-
ities were limited to a simplistic debuggeravailable as a menu option. OllyDbg,
becauseit features both disassembly and debugging capabilities, is more useful.
OllyDbg, however, has onemajor shortcoming: its inabilit y to trace into SYSENTER
calls. This command, intro duced by the Intel Pentium II processor,was designed
for making fast system calls. It is often invoked by Windows Structured Excep-
tion Handler, and thus employed by many advanced protection schemes. These
protection schemesuse the exception handler to execute necessarycode, check if
a program is being debugged,and clear the debug registers. When OllyDbg hits
a SYSENTERcommand, however, it is unable to trace into it, and simply executes
until the next exception. This is a major shortcoming of the debugger,and requires
the user to break at SYSENTERcommands, analyze the registers, and then deter-
mine where the target code of the SYSENTERcommand is, in order to trace into
it. While SoftIce can trace into these commands, it is limited by the abundance
of anti-SoftIce code that is constantly being developed to counter this mainstream
debugger.

8.3 Decompilers

The decompilerswe surveyed had numerousshortcomings. We were, however, sat-
is�ed with the operation of the Java decompilers,as they were able to decompile
even obfuscatedcode with great accuracy. For other decompilers,especially the C
decompilers,we found that the abilit y to decompilecode was often limited to pro-
gramscompiled for Microsoft DOS. We werealsodisappointed by the low accuracy
and limited readability of the decompiledcode. In most cases,understanding a de-
compiled executablewas di�cult and only practical for experiencedprogrammers.
We hope that as decompilersevolve, their accuracy will improve and their abilit y
to produce better human-readablecode will materialize.
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